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V/v bao dam an toan thong tin,
an ninh mang phuc vu Dai hoi dai biéu
toan quoc lan thit XIV cua Dang

N . ; y
Y HBATEC Kinh giri: | .
- Uy ban Mt tran T6 quoc Viét Nam tinh,;

- Van phong Tinh ty, UBND tinh;

- Van phong Boan PBQH va HDND tinh;

- Bo Chi huy Quan sy tinh; Toa &n nhan dan tinh;

- Vién Kiém sét nhén dan tinh; Thi hanh 4n dan su tinh;
- Bao hiém x4 héi tinh; Cang vu Hang hai Quang Ngai;
- Théng ké tinh; Thué tinh Quang Ngai;

- Kho bac Nha nudc khu vue XV;

- Bao va Phat thanh, Truyén hinh tinh;

- Céc s6, ban, nganh va hdi doan thé tinh;

- UBND céc x&, phuong, dac khu Ly Son,;

- Truong Pai hoc Pham Vin Pdng, Cao dang Cong dbng
Kon Tum, Cao déng Viét Nam - Han Qudc - Quang Ngi;

- Céng ty CP loc hoa dau Binh Son; Truyén tai dién
Quéang Ngai; Dién luc Quang Ngai;

- Viettel Quang Ngai, VNPT Quang Ngai, Mobifone
Quang Ngai, FPT Quang Ngéi, SCTV Quang Ngai.

Nham ting cudng cong tac bao dam an toan thong tin, an ninh mang trén
dia ban tinh Quang Ngai phuc vu Pai hoi dai biéu toan qudc lan thir XIV cia
Dang (goi tit 1o Pai héi), d& nghi co quan, don vi, dia phuong tap trung trién
khai céc ndi dung sau:

1. Tang cwong bao dim an toan thong tin, an ninh mang ddi voi cac
hé thong thong tin phuc vu Dai hoi

- Trién khai thyc hién hiéu qua Céng van sé 2705/CAT-TM(ANM) ngay
09/10/2025 ctia Céng an tinh vé bao dam an ninh mang, an toan thong tin cho
Cong théng tin dién tir phuc vu Pai hdi; ting cudng cdng tic bio dam an toan
théng tin, an ninh mang trudc, trong va sau thoi gian dién ra Dai hoi.

- Ra soat toan bd cac hé thdng théng tin phuc vu cong tac chi dao, didu
hanh, tuyén truyén va t6 chtrc Pai hoi; bao dam céc hé thdng dugc trién khai day
da bién phép bao vé theo cAp do an toan thdng tin di duoc phé duyét; kiém tra,
cAu hinh, cap nhat céc chinh sach an ninh ddi véi hé théng tuong ltra, hé théng
phat hién va ngan chin xam nhép, hé théng phong, chéng ma doc; kip thoi cap
nhat hé diéu hanh may chi, tng dung, dich vu va céc thanh phin ha ting ¢ong
nghé thong tin lién quan.
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- Phan cong luc luong k¥ thudt tai chd truc, giam sat hé thong 24/7 trude,
trong va sau Dai hoi, cac ngay nghi 1€ lién quan; bao dam duy tri hoat dong giam
sat lién tuc, khong dé xay ra gidn doan; theo ddi, phan tich canh b4o tir hé thdng
gidm sat an toan thong tin tap trung, hé théng phong, chong ma doc tap trung
nham kip thoi phat hién, xu ly, khic phuc nguy co, su ¢d mét an toan théng tin,
hanh vi tdn céng mang da duoc xac minh.

- Kiém tra, dénh gia an toan thdng tin d6i voi cac hé thong thong tin; phat
hién, khac phuc kip thoi 16 hong, diém yeu bao mat; thuc hién hoat dong san
ling mdi nguy hai, ra soét, boc g& phan mém doc hai déi v6i toan bo ‘may chu,
may tram trong hé théng mang; uu tién kiém tra, xtr ly d6i voi hé thdng thong
tin ¢4 dia chi IP ndm trong danh sach IP thudc mang Botnet do cac don vi chirc

nang canh bdo; ra soat, cap nhat day du ban va bao mat cho hé thong thong tin.

- Tuyén truyén, ph6 bién, nang cao nhén thirc va trang bi k§ nang co ban
vé an toan thong tin mang; nang cao tinh than canh giac d6i véi théng tin XAu
doc, tin gia, thong tin sai sy that va hanh vi lira dao trén khong gian mang cho
cén bo, cong chic, vién chiic va ngudi lao dong trong thoi gian dién ra Dai hoi.

2. Chi dao, quan triét can bd, cong chtic, vién chic, nguoi lao dong
thuong xuyén thay d6i mat khau tai khoan thu dién tu cong vu; bao dam mat
khau du manh theo quy dinh (¢4 it nhdt 08 ky tu, bao crom chii hoa, chit thuong,
chit s6 va ky tw ddc biét); khong luu gilt mat khau trén trinh duyét Internet; tuyét
d6i khong stir dung thu dién tir cong vu cia tinh dé dang ky tai khoan trén céc
mang x4 hoi, dién dan va cac trang thong tin cong cong khac.

3. Thuc hién nghiém tic Quyét dinh s6 1744/QD-UBND ngay 03/12/2025
ctia Chu tich UBND tinh ban hanh Phuong an Gng clu sy ¢6 an toan théng tin,
an ninh mang tinh Quang Ngai. Khi phat hién dau hiéu hodc xay ra su c6 mat an
toan thong tin, an ninh mang, cfc co quan, don vi, dia phuong kip thoi kich hoat
phuong an Gng ciiu, béo cdo su ¢d vé Cong an tinh dé hd tro xur 1y va tong hop.
~bao cao UBND tinh, Bo Cong an theo quy dinh; khong tu y xu ly kéo aai, gay
anh huong dén cong tac bao dam an ninh, an toan thong tin phuc vu Dai hoi
(Phu luc tinh hudng cé thé phdt sinh va phiong dn xir Iy ban dau giri kém theo).

4. Thanh vién Poi wng ciru sw ¢d an toan thong tin mang tinh Quéng
Ngdi (theo Quyét dinh sé 1573/OD-UBND ngay 14/11/2025 cua Chu tich
UBND tinh) chu dong theo ddi, ra soat hé théng mang tai co quan, don vi quan
ly; phéi hop xur Iy su cb, hod tro coéng tac bao dam an toan thong tin, an ninh
mang phuc vu Dai héi cho cdc co quan Dang. Nha nudce trén dia ban tinh khi co
yéu cau cua Co quan thuong truc D61 Gng ctu (Phong An ninh mang va phong,
chong 16i pham sii dung cong nghé cao, Cong an tinh).

5. Phong An ninh mang va phén chbng tdi pham sir dung cong nghé
cao, Coéng an tinh chu tri, phdi hop véi Trung tam Chuyén d6i s6 va Po6i méi
sang tao, S& Khoa hoc va Cong nghé, Trung tdm Cong bao Tin hoc - Van phong
UBND tinh tidng cuong cong tac bao ddm an toan thong tin, an ninh mang doi
v6i cac hé théng thong tin ding chung cia tinh phuc vu Dai hoi.
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Céac don vi quan tri, vdn hanh Trung tdm dir li€u tinh va Trung tdm tich
hop dir liéu Van phong UBND tinh c6 trach nhiém bb tri can bd k¥ thuat trye,
quén tri hé théng 24/7; trién khai ké hoach, phuong 4n tng pho, tmg ciru sur ¢b
an toan thong tin mang; kip thoi phdi hop véi Phong An ninh mang va phong,
chéng t61 pham sir dung céng nghé cao xir 1y su ¢d phat sinh trén dia ban tinh.

6. Viettel Quang Ngai va VNPT Quang Ngai - don vi cung cap dich vu
giam sat an toan, an ninh mang tp trung (SOC) tinh Quang Ngai tiép tuc
cung cb, uu tién ngudn luc cho nhiém vu giam sat, bao vé cac hé thdng thong tin
cip do 3 trén dia ban tinh; trién khai giai phap k§ thuat ra quét, canh bao, phat
hién, xt Iy ma ddc; wu tién bao dam an toan théng tin d6i véi cac hé thong trong
yéu phuc vu Pai hoi gdm: Hé thdng quéan ly va diéu hanh ding chung trong cac
co quan nha nude tinh Quang Ngai; Hé thong thong tin giai quyét thi tuc hanh
chinh tinh Quang Ngai; Cong thong tin dién tir tinh Quang Ngai; Hé thong thong
tin bao cdo tinh Quang Ngii; Hé théng quan ly cong chue, vién chire va cac hé
théng thong tin khac cta tinh do don vi cung cap dich vu céng nghé thong tin.

7 .‘Truo,'ng hop can hd tro xur ly, img ctru va khéc phuc su b, dé nghi lién
hé cac dau moi k¥ thuét sau:

7.1. Trung tdm An ninh mang quéc gia - Cuc An ninh mang va phong,
chéng téi pham sir dung céng nghé cao, B Céng an: Trung tAm Ung ctru khén
cép khong gian mang Viét Nam (VNCERT), dién thoai 0590.505.999, thu dién
tl: vnecert@nca.gov.vn.

7.2. Cong an tinh Quang Ngdi:

- Thuong t4 V6 Van Hoan - Pho Truong Phong An ninh mang va phong
chong t0i pham st dung cong nghé cao; s6 dién thoai: 0980.331.268.

- Dai ay Pham Nhat Tri - Can b, Phong An ninh mang va phong chéng
t61 pham st dung cong nghé cao; s6 dién thoai: 0966.833.937.

- Thuong uy Hoang Gia Bao - Can by, Phong An ninh mang va phong
chong t6i pham st dung cong nghé cao; so dién thoai: 0964.634.357.

Pé nghi céc co quan, don vi, dia phuong quan tdm trién khai thuc hién./JL~"~

Noi nhan:

- Nhu trén (t/hién);

- Uy ban nhan dén tinh (b/céo);

- Cuc An ninh mang va phong, chéng TP

str dung cong nghé cao, B6 Coéng an (b/céo);
- Lanh dao Cong an tinh;

-Luu: VT, ANM.

-Pai ta Vo an Dwong






) . PHULUC
Cac tinh huong c6 thé phat sinh va phwong an xir Iy ban dau
trong cong tac bao dam an toan thong tin, an ninh mang phuc vu

Dai hji Dai biéu toan quéc lan thir XIV ciia Dang
(Kém theo Céng viin sé 193/CAT-ANM ngay 12/01/2025 cua Céng an tinh)

1. Trang thong tin dién tir Pai hoi bi tAn cong tir chdi dich vu (DdoS)

Cdch nhdn biét: Trang thong tin dién tir https://daihoidangtoanquoc.vn
chim bét thuong hodc khong thé truy cap, thoi gian tai trang tdng dot ngdt, trinh
duyét bo 151 Gateway timeout, Service Unavailable (503)..; c6 mot s6 dich vu
trén web hoat dong, c6 dich vu thi khéng...

Hudng xi Iy: Kip thoi trao d6i Phong An ninh mang va phong, chong toi
pham sir dung cong nghé cao - Cong an tinh @& phéi hop tiép nhan, td chic xt
ly. Péng thoi, trién khai céc bién phap k§ thuat bdo dém an ninh mang, an toan
théng tin theo cac quy dinh, hudng dan d& dugc ban hanh, bao dam duy tri hoat
dong O on dinh, an toan ctia Cong thong tin dién tir phuc vu Pai héi (theo Cong
vin s6 2705/CAT-TM(ANM) ngay 09/10/2025 cua Céng an tinh).

2. Cong/Trang thong tin dién tir ciia cic co quan Piang, Nha nuwée
trén dia ban tinh bi tan cong tir chdi dich vu (DdoS)

Cdch nhdn biét: Cong/Trang thong tin dién tir chdm bAt thuong hodc
khong thé truy cép, thoi gian tai trang ting dot ngdt, trinh duyét bao 15i Gateway
timeout, Service Unavailable (503)..; luu lugng truy cip ting dot bién, sé luong
request toi server tang bat thuong; tai nguyén may chu bi sir dung quéa muc; su
c6 khong theo quy luat binh thuong, c6 mét s6 dich vu trén web hoat dong, cé
dich vu thi khong...

Hudng xik [y: DO tmg ctru néi bo xur ly su c¢b phdi hop vé6i don vi van
hanh, lap tiac co Iap hé théng bang Firewall hodc sir dung dich vu chéng DDoS
dé loc traffic; gidi han truy cép, uu tién cac dich vu quan trong; x4ac dinh IP
ngudn va loai hinh tdn cong la SYN flood hay UDP flood..; lién hé nha cung cp
dich vu ISP bd sung bing thong néu thiy can thiét.

3. M4y tinh bi nhiém virus, m3 ddc, phan mém doc hai

Cdch nhdn biét: May tinh chay cham bt thuong; thoi gian khoi dong may
tinh kéo dai hon binh thuong; céc ing dung bi treo, do hodc tu dong tit ma
khong 16 ly do; Pop-up quang cao xuét hién lién tuc, ké ca khoéng truy cép trinh
duyét; trinh duyét bi chuyén hudng dén cac trang web la; biéu twong (icon) phan
mém, file, thw muc bi thay d6i, mét hoic xuit hién file la...

Hudng xur ly: Ngat két ndi mang d& ngin lan truyen qua may tinh khac;
khéi dong may vao ché d6 SafeMode; quét virus bang phin mém antivirus ban
quyén; g& phin mém la, dang ngo; can nhéc cai dit lai hé didu hanh (cha y sao
luu dir liu quan trong) néu cac céng cu Antivirus khong loai bé duogc hét
malware, ransomeware..



4. Bj tan cong Phishing

Cdch nhdn biét: Tin tic thuong gri Email, SMS, tin nhén messenger,
zalo, facebook c6 dudng link la giéng nhu that nhung c6 sai khac nhé (vi du nhu
daihoidangtq.ai, daihoidangxiv.com thay vi daihoidangtoanquoc.vn), chiing yéu
cau ngudi ding déng nhap théng tin c4 nhan, yéu ciu thong tin tai khoan/mat
khau, ma OTP bét thuong. L

Hudng xir [y: Huéng din, tuyén truyén nguoi dung, dai biéu khong
nhip vio duong link hogc tai tép dinh kém, khong tra 16i tin nhén, email dang
nghi; néu da 1& nhép vao duong link hodc tai tép tin dinh kém thi 14p tirc ngét
két ndi internet, xda lich str, cookie, cache trong trinh duyét, chay chuong
trinh antivirus, g& bé tng dung la, khéi dong lai may (néu dung iphone); néu
dé nhdp théng tin vao dudng link la thi ngay lap tic d6i mat khiu cua taj
khoan bi xdm nh4p va tai khoan khac dung chung méat khiu dé, kich hoat xac
thuc hai yéu t dé tang cuong bdo mat; trudng hop d3 15 nhéap théng tin ngin
hang vao dudng dan la thi phai goi ngay cho tong dai ngan hang yéu cau khéa
tai khoan, thé, tit Internet banking tam thoi, ddi mat khau, kiém tra bién dong
s du.

5. H¢ théng thong tin bi tin cong qua 16 hong irng dung, website

Cdch nhgn biét: He théng bi tan cong mang luu luong truy cip ting dot
bién bat thudng, website phan hoéi cham, xuat hién dit liéu la trong co s¢ dit liéu,
cac hanh vi bat thuong trong log SQL Injection, xss pay loads, brute-force
login...

Hudng xur Iy: Chén IP tan cong qua firewall hodc WAF, cép nhat cac rule
WAF dé chin payload tan cong, rollback hé thong vé ban backup an toan néu c6

thé, cap nhét code va thu vién lén phién ban cao nhéit va an toan, cap nhat
framework/CMS, kiém tra dinh ky va backup dir liéu thuong xuyén.

6. Cong/Trang théng tin dién tir bi tin cong thay doi giao dién

Cdch nhdn biét: Trén giao dién website bi chén ky tu, thong diép cua tin
tdc (deface), xuat hién hinh anh la, noi dung phan cam...

Hudng xir Iy: Dé han ché thiét hai, rui ro khi bj tin cong deface, quan
tri hé thong phai ngit két ndi internet hodc chuyén huéng website sang ché d6
bao tri dé ngan chan tin tic tiép tuc khai thac, cin thiét chuyén server vé ché
dd bdo tri; sau d6 ghi nhan logfile ciia web server, hé diéu hanh, firewall;
phén tich nguyén nhéan, kiém tra 13 hong bao mat (SQL injection, XSS,
uploadfile, plugin cii..), xem xét dén kha nang tai khoan quan tri bi 16, phén
mém hé théng hodc CMS c¢é 15 héng, co shell/backdoor bj cai...; sau d6 khoi
phuc hé théng, tdng cudng bao mat bang cac cach nhu: ddi toan bd mat khau
(FTP, SSH, CMS, DB..), cai dit va cAu hinh lai WAF, han ché quyén truy
cap, cdp nhat cdc ban v4 bao mat mai nhét, tat hodc gidi han céc chirc nang
upload, thuc thi ma.
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7. Khi man hinh LED, LCD pano so, ap phich dién tir bi tin cong
chén noi dung, hinh énh trai phép

Cdch nhdn biét: Noi dung hién thi bj thay d6i ma khéng c6 ai didu khién,
tw dong hién ra video, hinh anh la, ndi dung phan cam, quang cdo trd hinh, co
bac, thong diép chinh tri, man hinh nhip nhay, bj bat tit hoic reset bt thuong...

Huong xur ly: Lap thc ngét nguon dién, hodc ngit két ndi mang, tit bd
diéu khién (controller) dé dimg noi dung hinh anh bi chén; 14p bién ban sy ¢
trinh bay day du thong tin, ghi nhén hinh anh lai lam bang chimg, ghi nhan
thoéng tin, thoi gian xay ra su cb; kiém tra va ngat cac két ndi khoéng can thiét
(wifi, NFC, Bluetooth); kiém tra céc Port diéu khién tir xa qua internet c6 bi m&
hay khéng (3389, 8080); kiém tra thiét bi xem cé bi két ndi tir xa qua VNC,
AnyDesk, Teamviewer, Ultraview, RemoteDesktop, Seecreen..; g& toan b phan
mém diéu khién ci, cai lai phién ban méi va sach; thay d6i mat khau truy cap
thiét bi mic dinh do nha san xuét thiét lap (88888888, 11111111,...) hodc céc
mat khau dé doan (12341234, 12345678,. ..); tit quyén truy cap tr xa néu thay
khéng can thiét.
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